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ABSTRACTDeveloping a model that fa
ilitates the representation andknowledge dis
overy on sensor data presents many 
hal-lenges. With sensors reporting data at a very high fre-quen
y, resulting in large volumes of data, there is a need fora model that is memory eÆ
ient. Sin
e sensor data is spatio-temporal in nature, the model must also support the timedependen
e of the data. Balan
ing the 
on
i
ting require-ments of simpli
ity, expressiveness and storage eÆ
ien
y is
hallenging. The model should also provide adequate sup-port for the formulation of eÆ
ient algorithms for knowl-edge dis
overy. Though spatio-temporal data 
an be mod-eled using time expanded graphs, this model repli
ates theentire graph a
ross time instants, resulting in high storageoverhead and 
omputationally expensive algorithms. In thispaper, we propose Spatio-Temporal Sensor Graphs (STSG)to model sensor data, whi
h allow the properties of edgesand nodes to be modeled as a time series of measurementdata. Data at ea
h instant would 
onsist of the measuredvalue and the expe
ted error. Also, we present several 
asestudies illustrating how the proposed STSG model fa
ilitatesmethods to �nd interesting patterns (e.g., growing hotspots)in sensor data.
1. INTRODUCTIONFinding novel and interesting spatio-temporal patterns inthe ever in
reasing 
olle
tion of sensor data is an impor-tant problem in several s
ienti�
 domains. Many of theses
ienti�
 domains 
olle
t sensor data in outdoor environ-ments with underlying physi
al intera
tions. For example,in environmental s
ien
e, a timely response to anti
ipatedwatershed/in-plant events (e.g., 
hemi
al spill, terrorism,et
.) to maintain water quality is required. Su
h a 
ase o
-
ured in Milwaukee, WI, in 1993 where a harmful pathogen�This work was supported by the NSF-SEI grant, NSF-IGERT grant, Oak Ridge National Laboratory grant and USArmy Corps of Engineers (Topographi
 Engineering Center)grant. The 
ontent does not ne
essarily re
e
t the posi-tion or poli
y of the government and no oÆ
ial endorsementshould be inferred.yCorresponding Author

(
alled Cryptosporidium parvum) outbreak o

ured in theriver streams that infe
ted more than 400,000 people withdeaths ex
eeding 100. The estimated total 
ost for the treat-ment of outbreak-related illness was $96.2 million [6℄. Aswas the 
ase in Milwaukee, su
h failures typi
ally are de-te
ted long after the exposure by observed spikes in do
-tor/hospital visits or sales of 
ertain medi
ines. In addi-tion to unplanned\natural" events like the Cryptosporidiumepisode, another 
on
ern regarding water supplies is an a
tof terrorism. Clearly, when publi
 health is at stake, wait-ing for the illnesses and fatalities to arise is mu
h too lateand identifying and modeling these spatio-temporal patternssu
h as hotspots and growing hotspots from sensor graphs isimportant [1℄. Other appli
ations that generate similar sen-sor data may be traÆ
 road systems where measurementsof traÆ
 
ow and 
ongestion are important, espe
ially inemergen
y operations su
h as eva
uations.A 
olle
tion of sensors may be represented as a sensor graph-where the nodes represent the sensors and the edges repre-sent sele
ted relationships. For example, sensors upstreamand downstream in a river may have physi
al intera
tionsvia water 
ow and related phenomenon su
h as plume prop-agation. Relationships 
an also be geographi
al in nature,su
h as proximity between the sensor units. As an exam-ple, Figure 1(a) shows a layout of traÆ
 sensors in the TwinCities, MN. The graph representation of a part of this layout(given in Figure 1(b)) is shown in Figure 1(
). The nodes ofthe graph represent the sensors and the edges represent thephysi
al relationships between the various sensors. In thisexample, the edges are based on the proximity between thesensors.Formulation of a model to represent a sensor graph thatsupports mining useful information from data poses somesigni�
ant 
hallenges. Sin
e the volume of data is large, themodel used to represent the sensor graph must be storageeÆ
ient. It should also provide suÆ
ient support for thedesign of 
orre
t and eÆ
ient algorithms for data analysis.Se
ond, the sensor graph 
hara
teristi
s modeled as pairs,<measured value, error>, 
an be time-dependent (e.g., the
ow rate in a river stream). The model used to represent atime-dependent graph should be able to represent the time-varian
e, simultaneously maintaining the storage eÆ
ien
y.A sensor graph is spatio-temporal in nature sin
e the rela-tive lo
ations of the sensor nodes and the time-dependen
e of
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Figure 1: Sensor networks periodi
ally report time-variant traÆ
 volumes on Twin Cities, MN highways(Best viewed in 
olor, Sour
e: Mn/DOT)
their 
hara
teristi
s are signi�
ant. Spatio-Temporal graphs
an be modeled as time expanded graphs, where the en-tire network is repli
ated for every time instant [16℄. The
hanges in the graph 
an be very frequent and for modelingsu
h frequent 
hanges, the time expanded networks wouldrequire a large number of 
opies of the original network,thus leading to network sizes that are too memory expen-sive. Moreover, while modeling sensor graphs that involveno physi
al 
ow, a dire
t appli
ation of this model mightnot be possible.A Spatio-temporal Sensor Graph (STSG) models the 
hangesin a spatio-temporal graph by 
olle
ting the node and edgeattributes into a set of time series. The model 
an also a
-
ount for the 
hanges in the topology of the network. Theedges and nodes 
an disappear from the network during 
er-tain instants of time and new nodes and edges 
an be added.A Spatio-temporal sensor graph keeps tra
k of these 
hangesthrough a time series atta
hed to ea
h node and edge thatindi
ates their presen
e at various instants of time. Thesto
hasti
 nature of the physi
al relationships between thesensors (e.g., the 
ow rate of the river stream that 
onne
tsthe sensors) is a

ounted for by expressing ea
h element inthe attribute time series as a pair of values (i.e., <mea-sured value, error>). Several 
ase studies are also providedto validate the model in the 
ontext of dis
overy of spatio-temporal patterns from sensor data. Analysis shows thatthis model is less memory expensive and leads to algorithmsthat are 
omputationally more eÆ
ient than those for thetime expanded networks.
1.1 Application DomainModeling spatio-temporal graphs has signi�
ant appli
ationsin a number of s
ienti�
 appli
ation domains. Dis
overingknowledge from the large amount of data 
olle
ted fromsensors 
an be used in predi
ting trends in domains su
has enviromental s
ien
e, thus emphasizing the need for amodel. Transportation network 
ow patterns are being in-
reasingly monitored by sensors. The data 
an be used to�nd routes that are frequently 
ongested and 
an be usedin network planning. Sin
e varying levels of 
ongestion 
anlead to time dependent travel times on road segments, theroad network represented by a spatio-temporal graph mightgive more a

urate results for routing queries su
h as short-

est paths. A

ounting for time dependen
e in transporta-tion networks would make eva
uation planning algorithmsin emergen
y planning generate results that are more a

u-rate.The role of spatio-temporal data mining in the environmen-tal s
ien
es is shown in Figure 2. The �gure gives an exampleof the water 
ow starting from a water treatment plant toa sensor network 
olle
ting data throughout the watershed.The data 
olle
ted from the sensor network is handled in twoparts: (a) the 
olle
ted data are analyzed for any interestingpatterns (e.g., anomalies) and if any are found, a diagnosisand prognosis is made, and (b) the 
olle
ted data are usedfor learning of any new and interesting spatio-temporal pat-terns (e.g., growing hotspots) resulting in the re�nement ofthe diagnosis and prognosis rule base. Based on the progno-sis, the treatment plant 
an readjust any ne
essary param-eters for the plant 
ontrol system and plant models. Su
ha spatio-temporal data mining system 
ould be used to is-sue warnings to re
reational users of water resour
es (e.g.,bea
h 
losings) and to optimize water treatment 
onditionsto prote
t the publi
 and sensitive water treatment infras-tru
ture. For example, similar to weather fore
asts, a waterquality predi
tion for bea
hes 
ould be provided (e.g., 30%likelihood that 
oliform levels will be ex
eeded).Similarly, if a spike in pathogen or hazardous 
hemi
al 
on-
entration is predi
ted, water intake 
ould be suspendedtemporarily, pro
esses 
ould be adjusted in real time, oran additional treatment pro
ess 
ould be brought online.The dis
overy of interesting patterns within sensor data foroutdoor appli
ation domains is often arduous and 
omplex.Many 
hallenges [5, 7, 17, 20℄ and hurdles need to be over-
ome. One 
hallenge is to support remote monitoring ofsensor networks distributed over an area, to 
he
k the over-all fun
tioning of the system as well as to dete
t interestingevents related to measurements. Examples in
lude the tasksof identifying malfun
tioning sensors or interesting events.In general, there are two types of outdoor sensor networks(e.g., [2, 5, 7, 10, 12, 17, 20℄). The �rst type is a wired sen-sor network e.g., traÆ
 management 
enter at the MinnesotaDepartment of Transportation [25, 24℄ that 
onsists of thefollowing: (a) sensors that are wired within the Twin Cities,
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Figure 2: Spatio-temporal Data Mining in Transformative Water QualityMN highway system and (b) a very large network 
ontainingover 4000 sensors a
ross a 20-mile radius in the Twin Citiesand sampled every �ve minutes, and (2) a real live appli
a-tion in a metropolitan area. The se
ond type is a wirelesssensor network, for example, the one used by the Water Re-sour
es 
ommunity that has been re
ently deployed at theMinnehaha Creek in Minnesota that 
onsists of (a) a set ofsensors pla
ed in the environment 
ommuni
ating wirelesslyamong ea
h other, (b) an initial deployment of a handful ofsensors and a future goal of in
reasing the number of sensorsto monitor the Mississippi River, and (
) a live appli
ationin the natural environment [1℄.
1.2 Related WorkGraphs have been used to represent 
olle
tion of sensorsand to formulate algorithms for appli
ations su
h as routingand lo
ation tra
king [18, 11℄. Re
ent resear
h in spatialanomaly dete
tion proposed in [25, 24℄ used sensor datasetsstru
tured as graphs. An a

urate representation of sensorsshould in
lude the spatial attributes and time dependentparameters of the graph. Most graph representations ignorethe time-dependen
e of the attributes. Some knowledge dis-
overy algorithms are limited due to the ignoring of spatialrelationships [3, 14℄. Some work has fo
used on managingthe datasets produ
ed by wired and wireless sensor networksusing `spatial time series' [26℄.Traditionally, spatio-temporal networks su
h as transporta-tion networks have been modeled using time expanded graphs[16, 15, 19℄. This method dupli
ates the original network forea
h dis
rete time unit t = [0; 1; : : : ; T ℄ where T representsthe extent of the time horizon. The expanded network hasedges 
onne
ting a node and its 
opy at the next instant inaddition to the edges in the original network, repli
ated forevery time instant. This approa
h signi�
antly in
reases thenetwork size and is very expensive with respe
t to memory.Be
ause of the in
reased problem size due to repli
ation ofthe network, the 
omputations be
ome expensive. In addi-tion, time expanded graphs 
annot model sensor networksin 
ases where there is no 
ow parameter involved. In su
h
ases, the 
ross edges that represent a 
ow from one nodeto another lose signi�
an
e.What is the novelty in the proposed model?We proposed a model 
alled Time Aggregated Graph (TAG)to represent spatio-temporal networks [9, 8℄. This model ag-

gregates time depedendent paramaters on edges and nodesto time-series attributes rather than repli
ate the entire graphfor ea
h time instant. TAG 
an also model topologi
al 
hangesthat 
ould o

ur in the graph (e.g., disappearan
e of an edgeduring a time interval) over time.What is the improvement over existing approa
hes?Analysis shows that the model is more memory eÆ
ient thantime expanded graphs. A

ording to the analysis in [22℄,the memory requirement for a time expanded network isO(nT ) + O(n +m)T , where n is the number of nodes andm is the number of edges in the original graph. The mem-ory requirement for the time-aggregated graphs would beO(m + n)T . Sin
e the physi
al relationships among sen-sors are sto
hasti
 in nature, there is a need to model theprobabilisti
 
hara
teristi
s of edges and nodes, whi
h is notmodeled in TAG. Spatio-Temporal Sensor Graph (STSG)represents sto
hasti
 parameters by spe
ifying the measure-ment and the expe
ted error. Ea
h attribute value would bea pair, <measured value, error>.Is the approa
h general?The STSG model has been used in this paper as the basis forthe proposed algorithms for hotspot dis
overy and growinghotspot dete
tion. The basi
 model (TAG) has been usedin formulating routing algorithms transportation networkswith time-dependent travel times su
h as shortest path 
om-putation and best start time 
omputation [8℄.
1.3 ContributionThis paper makes the following 
ontributions:� We propose Spatio-Temporal Sensor Graphs (STSG)to model sensor datasets. Time aggregated graphs aregeneralized to in
lude probability parameters to in
or-porate the sto
hasti
 nature of sensor graphs.� We present a 
ase study on anomaly dete
tion andpropose a method to generate the STSG model.� We give a 
ase study on basi
 hotspots and propose adete
tion method utilizing the STSG model.� We illustrate a 
ase study on growing hotspots andpropose a dete
tion method using STSG model.
1.4 Scope and OrganizationThe paper presents a model 
alled Spatio-Temporal SensorGraph to represent sensor data. It presents a 
ase study of



the model using algorithms to �nd hot spots and growing hotspots using sensor data. Though the model in
orporates thesto
hasti
 nature of various attributes, the proposed algo-rithms 
urrently do not a

ount for the probabilisti
 valuesof various parameters.The rest of the paper is organized as follows. Se
tion 2presents basi
 
on
epts to provide a formal model of Spatio-Temporal Sensor Graphs. Se
tion 3 presents several 
asestudies and proposed approa
hes utilizing the STSG model.Finally, Se
tion 4 
on
ludes this paper with a 
on
lusion andfuture work.
2. BASIC CONCEPTSTraditionally graphs have been extensively used to modelspatial networks [23℄; weights assigned to nodes and edgesare used to en
ode additional information. For example,the spatial lo
ation of a sensor 
an be represented using theattribute assigned to the node that represents the sensorand the 
ow rate of a river stream between two sensors 
anbe represented by an attribute of the edge 
onne
ting thenodes. In a real world s
enario, it is not un
ommon for theseparameters to be time-dependent. This se
tion dis
usses agraph based model that 
an 
apture the time-dependen
eof network parameters. In addition, the model 
aptures thepossibility of edges and nodes being absent during 
ertaininstants of time.
2.1 Spatio-temporal Sensor Graph (STSG)A graph G = (N;E) 
onsists of a �nite set of nodes Nand edges E between the nodes in N . If the pair of nodesthat determine the edge is ordered, the graph is dire
ted;if it is not, the graph is undire
ted. In most 
ases, addi-tional information is atta
hed to the nodes and the edges.In this se
tion, we dis
uss how the time dependen
e of theseedge/node parameters are handled in the proposed model,the Spatio-Temporal Sensor Graph.We de�ne the Spatio-Temporal Sensor Graph as follows.STSG = (N;E;TF;f1 : : : fk; g1 : : : gl;(nw1; ne1) : : : (nwk; nep);(ew1; ee1) : : : (ewp; eep); jfi : N ! RTF ; gi : E ! RTF ;nwi : N ! RTF ; nei : N ! PD ;ewi : E ! RTF ; eei : E ! PD )where N is the set of nodes, E is the set of edges, TF is thelength of the entire time interval, f1 : : : fk are the mappingsfrom nodes to the time-series asso
iated with the nodes (forexample, the time instants at whi
h the node is present),g1 : : : gl are mappings from edges to the time series asso-
iated with the edges and (ew1; ee1) : : : (ewp; eep) indi
atethe time dependent attribute on the edges. PD indi
atesa probabilisti
 error. These attributes are the quantitativedes
riptors of the physi
al relationship between the nodes.To represent the sto
hasti
 nature of the measured values ofphysi
al phenomena, ea
h attribute is a pair that representthe measured value and the asso
iated error.Example: A graph representation of a network at threeinstants of time is shown in Figure 3(a), in
luding temporal
hanges in 
onne
tivity and edge properties (e.g., 
ow rate).Ea
h edge atttribute is a pair <measured value, error>. The

�rst parameter in the pair is the measured value and these
ond is the expe
ted error. For example, the edge fromnode N3 to node N4 disappears at the time instant t=2and reappears at t=3, and the attribute on the edge N3-N4
hanges from (1,0.5) at t=1, to (4,0.5) at t=3. Figure 3(b)shows the spatio-temporal sensor graph. This is en
oded inthe time-aggregated graph using the edge attribute series ofN3-N4 whi
h is [(1,0.5),1,(4,0.5)℄; the entry `1' indi
atesthat the edge is absent at the time instant t = 2.A time expanded graph would need 
opies of the entiregraph. The number of nodes is larger by a fa
tor of T , whereT is the number of time instants and the number of edgesis also larger in number 
ompared to the STSG. Typi
allythe value of T is very large in a spatial network su
h as asensor graph sin
e the 
hanges in the network are quite fre-quent. This would result in time expanded networks that areenormously large and would make the 
omputations slow.Though 
ow based physi
al phenomena 
an be modeled us-ing the 
ross edges between the 
opies in a time expandedgraph, it might not be possible to represent every type ofphysi
al relationship between the sensors.
3. CASE STUDIESThis se
tion presents three 
ase studies using the spatio-temporal sensor graph (STSG) to dis
over interesting pat-terns. First, anomaly dete
tion is presented that generates aset of time series at ea
h sensor node where ea
h time inter-val is identi�ed as an anomaly. The se
ond 
ase study is thedis
overy of basi
 hotspots using the STSG model and thetime series that was dis
overed in the unanti
ipated anomaly
ase study. Finally, a 
ase study on the dis
overy of grow-ing hotspots using the STSG model is presented. The 
asestudies addressing unanti
ipated anomaly dete
tion, basi
hotspot, and growing hotspots are presented in Se
tions 3.1,3.2, and 3.3 respe
tively. The algorithms presented do not
onsider the probabilisti
 parameters in dis
overing and pre-di
ting hotspots. Predi
tion is done assuming that the phys-i
al model of the edge parameter is a

urate. However, thealgorithms 
an be extended to in
orporate the sto
hasti
nature of the edge parameters.
3.1 Anomaly DetectionDe�nition. The problem of anomaly dete
tion 
an be gen-erally des
ribed as identifying a set of observations that arein
onsistent or generated from a di�erent me
hanism thanthe rest of the dataset [23℄. In general, anomaly dete
tion
an be 
ategorized in �ve di�erent groups. (1) global anoma-lies where a data point may be di�erent from the entiredataset and is often used in several traditional aggregate ap-proa
hes, (2) spatial anomalies where a data point may bedi�erent when 
omparing against its physi
al neighbors, (3)temporal anomalies whi
h are similar to spatial anomaliesex
ept that the neighborhood region is based on its tempo-ral neighbors, (4), spatio-temporal anomalies where a datapoint is di�erent based on the neighborhood of both spa
eand time, and (5) network anomalies where a data point isdi�erent based on the neighboring 
onne
ted nodes.Appli
ation. Several interesting appli
ations 
an utilizeanomaly dete
tion su
h as the monitoring of watersheds andin-plant systems using a sensor network. However, 
hal-lenges arise in su
h situations. For example, in a watershed,
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Figure 3: Spatio-temporal Sensor Graph and Snapshots at various instantsa level of normality needs to be de�ned to determine thetypes of anomalies. Normality may be based on domainmodels (e.g., physi
s based di�erential equation governing
uid 
ow, see [4, 21℄ for more information) using some formof an aggregate on histori
al data gathered by the sensornetwork. The histori
al dataset may be broken into severalsli
es (or by month) based on the seasonality. Another 
hal-lenge in
ludes 
hange dete
tion between sensors in a water-shed. For example, suppose we have sensors in pla
e withinthe length of a river with a train tra
k running along theside of it. Suppose a train 
arrying harmful 
ontaminants
auses a spill into the river stream. The sensors within thispart of the river will start observing measurements that aresigni�
antly di�erent from domain models as well as in theupstream se
tion of the river. Thus, an anomaly 
an bedete
ted to warn the water treatment plant.Method. Algorithm 1 presents the pseudo
ode to dete
tspatio-temporal anomalies from a sensor network. Thereare three types of input to this approa
h. The �rst is a setof nodes within the sensor network where ea
h node 
on-tains information about the measurements gathered at atime interval. The se
ond is a model de�ned by the domains
ientists to determine the predi
ted output under normal
onditions. Third is the maximum number of time intervalsre
orded within the sensor network. The output of this ap-proa
h 
onsists of a set of time series for ea
h node wherean anomaly was dete
ted. These time series will be needed

Algorithm 1 Pseudo 
ode for Anomaly Dete
tion1: Fun
tion Anomaly(set NodeIds, model m, intmaxTime)fPhase I: Domain S
ien
e Modelg2: for ea
h node n 2 NodeIds do3: for time t = 1 to maxTime do4: Cal
ulate predi
ted output o using m forn.measurements at t5: su

essorNode.predi
ted.t = o6: end for7: end forfPhase II: Identify Anomaliesg8: for node n = 1 to NodeIds.size() do9: for time t = 1 to maxTime do10: if n.measurements 6= n.predi
ted at t then11: n.anomaly = n.anomaly [ t12: end if13: end for14: end for
as inputs for the 
ase studies dis
ussed in Se
tion 3.2 andSe
tion 3.3.Algorithm 1 
onsists of two phases to dete
t anomalies withina sensor network. in Phase I, a domain s
ien
e model is usedto 
al
ulate the predi
ted output under normal 
onditionsfor ea
h node (Lines 2-7 of Algorithm 1). The input is basedon the 
urrent node and the predi
ted output is for the su
-
essor nodes, based on a domain model(e.g., [4, 21℄). The



predi
ted output is stored at the su

essor node (Line 5 ofAlgorithm 1). This pro
ess is 
omputed for all time intervalsfor ea
h node in the sensor graph.Phase II of Algorithm 1 identi�es the anomalies based on thedomain s
ien
e model and the a
tual measurements from thesensor graph (Lines 8-14 of Algorithm 1). Every node is in-vestigated for anomalies ex
ept the �rst node be
ause thepredi
ted output generated by the domain s
ien
e model is
al
ulated based on its prede
essor node (Lines 8 of Algo-rithm 1). An anomaly is identi�ed when the a
tual mea-surements at a node and the predi
ted output for a timeinterval is di�erent or the di�eren
e is greater than somethreshold (Line 10 of Algorithm 1). If an anomaly is found,then the time interval t is assigned to a set of time seriesfor the node (Lines 11 of Algorithm 1). This informationis intended for the Spatio-Temporal Sensor Graph (STSG)model whi
h will be used in the Se
tions( 3.2, 3.3).Exe
ution Tra
e. Table 1 presents an example dataset
ontaining a set of measurements found in a sensor network.The values depi
ted in this example uses a simple predi
tionmodel, for further information on di�erential models, see [4,21℄. In this example, we have �ve nodes running along ariver where the node id in
reases based on the dire
tion ofthe water 
ow. In ea
h node, there are three time inter-vals and a 
orresponding measurement at that sensor (e.g.,
on
entration of a 
hemi
al in the water).In Phase I of Algorithm 1, the predi
ted outputs are 
al
u-lated for ea
h node having a prede
essor node. An exampleof these predi
ted outputs are shown in Table 1. Noti
e thatthere are no predi
ted values for node 1 be
ause a prede
es-sor node (e.g., node 0) does not exist in the dataset.In Phase II of Algorithm 1, the anomalies are identi�ed byhaving a set of time series when the predi
ted values and thea
tual sensor measurements di�er. Table 1 gives an examplewhere nodes 2 and 3 has anomalies o

ured at ft2; t3g andnodes 4 and 5 has anomalies at ft3g. Figure 4(b) gives anillustration of the STSG model with the anomaly time seriesfound in this exe
ution tra
e.Computational Complexity. Algorithm 1 has two phases:(Phase 1) the predi
ted output for ea
h node and is 
al
u-lated for all time intervals having the 
omplexity of O(nT )where n is the number of nodes and T is the total numberof time intervals; and (Phase 2) the anomalies are dete
tedby examining (n � 1) nodes (the boundary nodes are not
he
ked) for all time intervals and having the 
omplexity ofO((n � 1)T ). Thus, the total 
omputational 
omplexity ofboth phases 1 and 2 is O(nT + (n� 1)T ) = O(nT ).
3.2 Basic Hotspot DetectionDe�nition. The problem of hot spot dete
tion is to dis
overthe sensor nodes that display signi�
ant di�eren
es betweenobserved values and expe
ted `standard' values.Appli
ation. In appli
ation domains su
h as river systemswhere 
hemi
al levels are 
onstantly monitored, sensors aredeployed to dete
t the 
hanges. In this 
ontext, a hotspot isindi
ated by a sensor reporting an anomaly (as dis
ussed inSe
tion 3.1). We dis
uss a method to dis
over hotspots using

a model 
alled the Spatio-Temporal Sensor Graph (STSG).The nodes in the STSG represent the sensors. An edge isadded between the nodes if and only if there is a physi
alrelationship between the nodes. The presen
e of a hotspotat a node at various time instants is indi
ated by a nodetime series. In addition, the time dependen
e of the physi
alrelationships modeled by the edges 
an be represented byedge time series attributes. Figure 4 illustrates the graphmodel for the sensor graph. For the sake of simpli
ity, edgeattributes are not shown in Figure 4. Figure 4(a) shows anexample network. The nodes that are a
tive at time instantst = 2 and t = 3 are shown in Figure 4(b) and (
). TheSpatio-Temporal Sensor Graph representation is shown inFigure 4(
). The time series attributes on the nodes indi
atethe hotspots at various time instants. For example, the timeseries 2; 3 on the node N2 indi
ates that the node is a hotspot at t = 2; 3.Method. Given a sensor graph 
alled the sour
e node, thehot spot at any time instant is the set of nodes where ananomaly has been dete
ted the given time instant. We usea modifed breadth �rst strategy to �nd the nodes that indi-
ate the hot spots at any time instant. The pseudo-
ode isprovided in Algorithm 2.The algorithm �nds the hotspots using the Spatio-TemporalSensor Graph model. Ea
h node has a time series attributethat en
odes the information about the time instants atwhi
h the node has an anomaly. For example, the time se-ries [2,3℄ at node N2 in Figure 4(d) indi
ates that the nodeis a hotspot at t = 2; 3. The algorithm sear
hes the graphstarting at (any) given node for ea
h value of time t and�nds the hotspots. The sear
h uses a breadth-�rst strategy,modi�ed to in
orporate the fa
t that ea
h node has a timeseries that needs to be 
he
ked. When ea
h node is visited,the algorithm 
he
ks to see whether it is a hot spot by 
he
k-ing the node time series. The node time series is assumed tobe sorted. The output of the algorithm is the set of hotspotsat every time instant.Algorithm 2 Hotspot Algorithm1: Fun
tion Basi
Hotspots(Graph G(N;E), set N , setE, node sour
e)2: for t = 1; T do3: mark sour
e as visited;4: enqueue(Q,sour
e);5: if t in node time series of sour
e then6: hotspots[t℄ = sour
e;7: end if8: while Q not empty do9: u = Dequeue();10: For every node v su
h that uv 2 E and if t innode time series11: if v is not marked then12: mark v as visited.13: enqueue(Q,v);14: hotspots[t℄ = hotspots[t℄ S v;15: end if16: end while17: end for
Exe
ution Tra
e. Table 2 shows the tra
e of the algorithmfor the STSG shown in Figure 4(d). The sear
h starts atnode N1 at t = 1 and dete
ts no hotspots. At t = 2, the



Table 1: Exe
ution Tra
e of Anomaly Dete
tion AlgorithmNodes 1 2 3 4 5Time Slot 1 2 3 1 2 3 1 2 3 1 2 3 1 2 3Measure 10 20 30 20 50 50 40 50 50 80 100 50 160 200 50Predi
ted 20 40 60 40 100 100 80 100 100 160 200 100Anomaly ft2; t3g ft2; t3g ft3g ft3g
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Figure 4: Spatio-Temporal Sensor Graph Model to Dete
t Hotspotssear
h �nds that the nodes N2 and N3 are hotspots based onthe entry `2' (indi
ating the presen
e of a hotspot at t = 2) intheir node time series [2,3℄. The algorithm performs anotheriteration for t = 3 and �nds the hotspots at N2,N3,N4, andN5. The exe
ution tra
e is summarized in Table 2.Table 2: Exe
ution Tra
e of the Hotspot Algorithmtime t1 t2 t3Hotspot Nodes ; fN2,N3g fN2,N3,N4,N5g
Computational ComplexityThe algorithm visits every node of the Spatio-Temporal Sen-sor Graph at every time instant t and sear
hes the node timeseries to dete
t the hotspots. The algorithm performs O(n)steps to visit all nodes. At ea
h step, the presen
e of thenode at the given time instant is 
he
ked. If the time se-ries is sorted, this look-up is O(logT ) sin
e the length ofthe time series is at most T where T is the length of thetime period. At ea
h node this operation has a 
omplex-ity of degree(node) � logT . The 
ost over all the nodes ishen
e, O(m logT ) where m is the number of edges in thegraph. Sin
e the sear
h is performed at every instant, the
omputational 
omplexity is O((n+m logT )T ), where n isthe number of nodes, m is the number of edges, and T is thelength of the time period.
3.3 Growing Hotspot DetectionDe�nition. The problem of growing hot spot dete
tion isto predi
t expanding patterns that may lead to signi�
antdi�eren
es between some observations and the rest of thedata set. This problem is di�erent from anomaly dete
tion,where a growing pattern may not be identi�ed as an outlierdue to the la
k of severity at the early stages of growth, e.g.,slow leakage from buried 
hemi
al drums to the ground wa-ter supply. Domain knowledge (e.g., 
ow rate, plume model)

is in
orporated in spatio-temporal sensor graph representa-tion to predi
t the growing hot spots.Appli
ation. In appli
ation domains su
h as river systemswhere 
hemi
al levels are 
onstantly monitored, sensors maybe deployed to dete
t the 
hanges. In this 
ontext, a growinghotspot is indi
ated by the in
rease in the number of sensorsreporting an anomaly, over time. We dis
uss a method todis
over growing hotspots using a model 
alled the Spatio-Temporal Sensor Graph (STSG), whi
h predi
ts the spreadof hotspots. The nodes in the spatio-temporal sensor graphrepresent the sensors. The edges in the STSG are quanti-�ed with the des
riptors that represent the propagation ofthe 
ause of anomaly. For example, parameters that modelthe 
uid 
ow between two sensors 
an be modeled as anedge attribute. Ea
h attribute is a pair that 
onsists of themeasured value and the expe
ted error. If the attribute istime-dependent, STSG will represent the attribute as a timeseries.Figure 5 shows a spatio-temporal sensor graph that repre-sents a 
olle
tion of sensors. Nodes represent the sensors andthe edges indi
ate that they are 
onne
ted (for example, by
uid 
ow). The edge parameters represent the 
hara
teris-ti
s of the underlying 
onne
tion. In this example, for thesake of simpli
ity, the edge parameters are shown to be 
on-stants, though spatio-temporal sensor graphs 
an representtime-varying edge attributes. Figure 5(a) shows the stateof the sensors at t = 1, where the node N1 is a
tive. Fig-ure 5(b) and 5(
) show the predi
ted a
tive sensor nodes att = 2; 3. For example, at t = 2, node N2 is predi
ted to bea hot spot and at t = 3, N11 is expe
ted to be a
tive. Thepredi
ted hot spots are shown as shaded 
ir
les in the �gure.
Method. Given a set of sensor nodes (
alled the sour
enodes), the hot spots at any future time instant 
an be pre-di
ted from the spatio-temporal sensor graph using the edge
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Figure 5: Dete
ting Growing Hotspotsattributes that des
ribe the propagation between the sen-sor nodes. The algorithm �nds the nodes that are rea
h-able from the sour
e nodes within the interval between twotime instants. These nodes are dis
overed based on the edgeattribute values that quantify the physi
al relationship be-tween the nodes. Pseudo
ode of the algorithm is providedin Algorithm refalg:EHSAlg. Though the model representsea
h attribute as a pair of values that indi
ate the measuredvalue and the asso
iated error, this algorithm does not 
on-sider the error parameter in its 
omputations. The errorvalues are omitted from the Figure 5, for the sake of sim-pli
ity.Algorithm 3 Growing Hotspot Algorithm1: Fun
tion SpreadingHotspots(Graph G(N;E), set N ,set E, set sour
e nodes )2: Enqueue(Q,S);3: for t=1, T do4: time elapsed[u℄= �T for all nodes;5: while Queue Q not Empty do6: u = Dequeue();7: For every node v su
h that uv 2 E8: if v is not marked && v is rea
hable based on d(u; v)then9: mark v as visited.10: enqueue(Q,v);11: de
rement time elapsed[v℄;12: Add v to hotspots[t℄;13: return hotspots;14: end if15: end while16: end for
Exe
ution Tra
e. Table 3 gives the tra
e of the algorithmfor a stream network shown in Figure 5. For the sake ofsimpli
ity, it is assumed that every segment (represented byan edge) has the same length. The edge attributes are the
ow rates. The algorithm lists the nodes rea
hable fromevery node for ea
h time instant. At t = 1, node N1 is ahot spot. Sin
e the 
ow rate on edge N1-N2 is 1 unit, 
owis predi
ted to rea
h N2 at t = 2 and N2 is added to the listof hot spots at t = 2. Similarly, 
ow is predi
ted to rea
hN3 at t = 2. Sin
e the rate is faster, the 
ow moves throughN3 and rea
hes N5 at t = 2, adding both N3 and N5 to thelist at t = 2.

Table 3: Tra
e of the Growing Hot Spot Algorithmtime t1 t2 t3Predi
ted N1 N1,N2,N3,N4 N1,N2,N3,N4,N5Hot Spots N7,N9 N7,N9,N10,N11
Computational ComplexityThis algorithm �nds the nodes that are rea
hable from asour
e node at every time instant. The algorithm performsO(n) steps for ea
h sour
e node. The worst 
ase 
omplex-ity for ea
h time instant would hen
e be O(n2). Sin
e thesera
h is performed for ea
h time step, the 
omputational
omplexity is O(n2T ), where n is the number of nodes andT is the length of the time period.
4. CONCLUSION AND FUTURE WORKThe dis
overy of spatio-temporal patterns in a sensor graphraises several imporatant questions that need to be answeredbefore further analysis. First, how 
an we model spa
e andtime on a sensor graph? Se
ond, 
an we determine any newor unusual patterns in the sensor graph? Third, whi
h areasin the sensor graph have similar behavior? Finally, how 
anwe predi
t whi
h nodes in the sensor graph will have similarbehavior?In this paper, we proposed a spatio-temporal sensor graph(STSG) model to represent sensor data to answer all ofthese questions. We presented three 
ase studies utlizing theSTSG model to dis
over di�erent types of patterns. First,we proposed an anomaly dete
tion algorithm that generatesa set of time series of where anomalies o

ur within theSTSG. Se
ond, a basi
 hotspot dis
overy algorithm is pro-posed using STSG to identify 
entralized lo
ations at ea
htime interval. Third, an growing hotspot method is pro-posed using STSG to predi
t nodes that may be hotspots atfuture time intervals.The sensor graphs studied in this paper emphasized physi-
al networks su
h as road or river networks. However, weexpe
t that the Spatio-Temporal Sensor Graph might beappli
able to other types of sensor graphs and this aspe
twill be investigated. Though the model 
an in
orporate thesto
hasti
 nature of sensor graphs, the algorithms proposed



in the paper do not 
onsider the probabilities in 
omputa-tions. We plan to in
orporate appropriate modi�
ations inthe algorithms to a

ount for the sto
hasti
 nature of theattributes.A
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