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ABSTRACT
Dev eloping a mo del that facilitates the represen tation and

kno wledge disco v ery on sensor data presen ts man y c hal-

lenges. With sensors rep orting data at a v ery high fre-

quency , resulting in large v olumes of data, there is a need for

a mo del that is memory e�cien t. Since sensor data is spatio-

temp oral in nature, the mo del m ust also supp ort the time

dep endence of the data. Balancing the con
icting require-

men ts of simplicit y , expressiv eness and storage e�ciency is

c hallenging. The mo del should also pro vide adequate sup-

p ort for the form ulation of e�cien t algorithms for kno wl-

edge disco v ery . Though spatio-temp oral data can b e mo d-

eled using time expanded graphs, this mo del replicates the

en tire graph across time instan ts, resulting in high storage

o v erhead and computationally exp ensiv e algorithms. In this

pap er, w e prop ose Spatio-T emp oral Sensor Graphs (STSG)

to mo del sensor data, whic h allo w the prop erties of edges

and no des to b e mo deled as a time series of measuremen t

data. Data at eac h instan t w ould consist of the measured

v alue and the exp ected error. Also, w e presen t sev eral case

studies illustrating ho w the prop osed STSG mo del facilitates

metho ds to �nd in teresting patterns (e.g., gro wing hotsp ots)

in sensor data.

1. INTRODUCTION
Finding no v el and in teresting spatio-temp oral patterns in

the ev er increasing collection of sensor data is an imp or-

tan t problem in sev eral scien ti�c domains. Man y of these

scien ti�c domains collect sensor data in outdo or en viron-

men ts with underlying ph ysical in teractions. F or example,

in en vironmen tal science, a timely resp onse to an ticipated

w atershed/in-plan t ev en ts (e.g., c hemical spill, terrorism,

etc.) to main tain w ater qualit y is required. Suc h a case o c-

cured in Milw auk ee, WI, in 1993 where a harmful pathogen

�

This w ork w as supp orted b y the NSF-SEI gran t, NSF-

IGER T gran t, Oak Ridge National Lab oratory gran t and US

Arm y Corps of Engineers (T op ographic Engineering Cen ter)

gran t. The con ten t do es not necessarily re
ect the p osi-

tion or p olicy of the go v ernmen t and no o�cial endorsemen t

should b e inferred.
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(called Cryptosp oridium parvum) outbreak o ccured in the

riv er streams that infected more than 400,000 p eople with

deaths exceeding 100. The estimated total cost for the treat-

men t of outbreak-related illness w as $96.2 million [6]. As

w as the case in Milw auk ee, suc h failures t ypically are de-

tected long after the exp osure b y observ ed spik es in do c-

tor/hospital visits or sales of certain medicines. In addi-

tion to unplanned \natural" ev en ts lik e the Cryptosp oridium

episo de, another concern regarding w ater supplies is an act

of terrorism. Clearly , when public health is at stak e, w ait-

ing for the illnesses and fatalities to arise is m uc h to o late

and iden tifying and mo deling these spatio-temp oral patterns

suc h as hotsp ots and gro wing hotsp ots from sensor graphs is

imp ortan t [1]. Other applications that generate similar sen-

sor data ma y b e tra�c road systems where measuremen ts

of tra�c 
o w and congestion are imp ortan t, esp ecially in

emergency op erations suc h as ev acuations.

A collection of sensors ma y b e represen ted as a sensor graph-

where the no des represen t the sensors and the edges repre-

sen t selected relationships. F or example, sensors upstream

and do wnstream in a riv er ma y ha v e ph ysical in teractions

via w ater 
o w and related phenomenon suc h as plume prop-

agation. Relationships can also b e geographical in nature,

suc h as pro ximit y b et w een the sensor units. As an exam-

ple, Figure 1(a) sho ws a la y out of tra�c sensors in the Twin

Cities, MN. The graph represen tation of a part of this la y out

(giv en in Figure 1(b)) is sho wn in Figure 1(c). The no des of

the graph represen t the sensors and the edges represen t the

ph ysical relationships b et w een the v arious sensors. In this

example, the edges are based on the pro ximit y b et w een the

sensors.

F orm ulation of a mo del to represen t a sensor graph that

supp orts mining useful information from data p oses some

signi�can t c hallenges. Since the v olume of data is large, the

mo del used to represen t the sensor graph m ust b e storage

e�cien t. It should also pro vide su�cien t supp ort for the

design of correct and e�cien t algorithms for data analysis.

Second, the sensor graph c haracteristics mo deled as pairs,

< measured v alue, error > , can b e time-dep enden t (e.g., the


o w rate in a riv er stream). The mo del used to represen t a

time-dep enden t graph should b e able to represen t the time-

v ariance, sim ultaneously main taining the storage e�ciency .

A sensor graph is spatio-temp oral in nature since the rela-

tiv e lo cations of the sensor no des and the time-dep endence of



17

16

15

1413

12

11

10

98

7

6

5

4

3

21

1

(b) Neighborhood of US169, TH62, I494(a) Sensors on Twin-cities Road Network (c) Sensor Graph for sensors in fig(b)

16

17

15

1413

12

11

10

98

6

7

3

5
4

2

Figure 1: Sensor net w orks p erio dically rep ort time-v arian t tra�c v olumes on Twin Cities, MN high w a ys

(Best view ed in color, Source: Mn/DOT)

their c haracteristics are signi�can t. Spatio-T emp oral graphs

can b e mo deled as time expanded graphs, where the en-

tire net w ork is replicated for ev ery time instan t [16]. The

c hanges in the graph can b e v ery frequen t and for mo deling

suc h frequen t c hanges, the time expanded net w orks w ould

require a large n um b er of copies of the original net w ork,

th us leading to net w ork sizes that are to o memory exp en-

siv e. Moreo v er, while mo deling sensor graphs that in v olv e

no ph ysical 
o w, a direct application of this mo del migh t

not b e p ossible.

A Spatio-temp oral Sensor Graph (STSG) mo dels the c hanges

in a spatio-temp oral graph b y collecting the no de and edge

attributes in to a set of time series. The mo del can also ac-

coun t for the c hanges in the top ology of the net w ork. The

edges and no des can disapp ear from the net w ork during cer-

tain instan ts of time and new no des and edges can b e added.

A Spatio-temp oral sensor graph k eeps trac k of these c hanges

through a time series attac hed to eac h no de and edge that

indicates their presence at v arious instan ts of time. The

sto c hastic nature of the ph ysical relationships b et w een the

sensors (e.g., the 
o w rate of the riv er stream that connects

the sensors) is accoun ted for b y expressing eac h elemen t in

the attribute time series as a pair of v alues (i.e., < mea-

sured v alue, error > ). Sev eral case studies are also pro vided

to v alidate the mo del in the con text of disco v ery of spatio-

temp oral patterns from sensor data. Analysis sho ws that

this mo del is less memory exp ensiv e and leads to algorithms

that are computationally more e�cien t than those for the

time expanded net w orks.

1.1 Application Domain
Mo deling spatio-temp oral graphs has signi�can t applications

in a n um b er of scien ti�c application domains. Disco v ering

kno wledge from the large amoun t of data collected from

sensors can b e used in predicting trends in domains suc h

as en viromen tal science, th us emphasizing the need for a

mo del. T ransp ortation net w ork 
o w patterns are b eing in-

creasingly monitored b y sensors. The data can b e used to

�nd routes that are frequen tly congested and can b e used

in net w ork planning. Since v arying lev els of congestion can

lead to time dep enden t tra v el times on road segmen ts, the

road net w ork represen ted b y a spatio-temp oral graph migh t

giv e more accurate results for routing queries suc h as short-

est paths. Accoun ting for time dep endence in transp orta-

tion net w orks w ould mak e ev acuation planning algorithms

in emergency planning generate results that are more accu-

rate.

The role of spatio-temp oral data mining in the en vironmen-

tal sciences is sho wn in Figure 2. The �gure giv es an example

of the w ater 
o w starting from a w ater treatmen t plan t to

a sensor net w ork collecting data throughout the w atershed.

The data collected from the sensor net w ork is handled in t w o

parts: (a) the collected data are analyzed for an y in teresting

patterns (e.g., anomalies) and if an y are found, a diagnosis

and prognosis is made, and (b) the collected data are used

for learning of an y new and in teresting spatio-temp oral pat-

terns (e.g., gro wing hotsp ots) resulting in the re�nemen t of

the diagnosis and prognosis rule base. Based on the progno-

sis, the treatmen t plan t can readjust an y necessary param-

eters for the plan t con trol system and plan t mo dels. Suc h

a spatio-temp oral data mining system could b e used to is-

sue w arnings to recreational users of w ater resources (e.g.,

b eac h closings) and to optimize w ater treatmen t conditions

to protect the public and sensitiv e w ater treatmen t infras-

tructure. F or example, similar to w eather forecasts, a w ater

qualit y prediction for b eac hes could b e pro vided (e.g., 30%

lik eliho o d that coliform lev els will b e exceeded).

Similarly , if a spik e in pathogen or hazardous c hemical con-

cen tration is predicted, w ater in tak e could b e susp ended

temp orarily , pro cesses could b e adjusted in real time, or

an additional treatmen t pro cess could b e brough t online.

The disco v ery of in teresting patterns within sensor data for

outdo or application domains is often arduous and complex.

Man y c hallenges [5, 7, 17, 20] and h urdles need to b e o v er-

come. One c hallenge is to supp ort remote monitoring of

sensor net w orks distributed o v er an area, to c hec k the o v er-

all functioning of the system as w ell as to detect in teresting

ev en ts related to measuremen ts. Examples include the tasks

of iden tifying malfunctioning sensors or in teresting ev en ts.

In general, there are t w o t yp es of outdo or sensor net w orks

(e.g., [2, 5, 7, 10, 12, 17, 20]). The �rst t yp e is a wir e d sen-

sor net w ork e.g., tra�c managemen t cen ter at the Minnesota

Departmen t of T ransp ortation [25, 24] that consists of the

follo wing: (a) sensors that are wired within the Twin Cities,
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Figure 2: Spatio-temp oral Data Mining in T ransformativ e W ater Qualit y

MN high w a y system and (b) a v ery large net w ork con taining

o v er 4000 sensors across a 20-mile radius in the Twin Cities

and sampled ev ery �v e min utes, and (2) a real liv e applica-

tion in a metrop olitan area. The second t yp e is a wir eless

sensor net w ork, for example, the one used b y the W ater Re-

sources comm unit y that has b een recen tly deplo y ed at the

Minnehaha Creek in Minnesota that consists of (a) a set of

sensors placed in the en vironmen t comm unicating wirelessly

among eac h other, (b) an initial deplo ymen t of a handful of

sensors and a future goal of increasing the n um b er of sensors

to monitor the Mississippi Riv er, and (c) a liv e application

in the natural en vironmen t [1].

1.2 Related Work
Graphs ha v e b een used to represen t collection of sensors

and to form ulate algorithms for applications suc h as routing

and lo cation trac king [18, 11]. Recen t researc h in spatial

anomaly detection prop osed in [25, 24] used sensor datasets

structured as graphs. An accurate represen tation of sensors

should include the spatial attributes and time dep enden t

parameters of the graph. Most graph represen tations ignore

the time-dep endence of the attributes. Some kno wledge dis-

co v ery algorithms are limited due to the ignoring of spatial

relationships [3, 14]. Some w ork has fo cused on managing

the datasets pro duced b y wir e d and wir eless sensor net w orks

using `spatial time series' [26].

T raditionally , spatio-temp oral net w orks suc h as transp orta-

tion net w orks ha v e b een mo deled using time expanded graphs

[16, 15, 19]. This metho d duplicates the original net w ork for

eac h discrete time unit t = [0 ; 1 ; : : : ; T ] where T represen ts

the exten t of the time horizon. The expanded net w ork has

edges connecting a no de and its cop y at the next instan t in

addition to the edges in the original net w ork, replicated for

ev ery time instan t. This approac h signi�can tly increases the

net w ork size and is v ery exp ensiv e with resp ect to memory .

Because of the increased problem size due to replication of

the net w ork, the computations b ecome exp ensiv e. In addi-

tion, time expanded graphs cannot mo del sensor net w orks

in cases where there is no 
o w parameter in v olv ed. In suc h

cases, the cross edges that represen t a 
o w from one no de

to another lose signi�cance.

What is the no v elt y in the prop osed mo del?

W e prop osed a mo del called Time Aggregated Graph (T A G)

to represen t spatio-temp oral net w orks [9, 8]. This mo del ag-

gregates time dep edenden t paramaters on edges and no des

to time-series attributes rather than replicate the en tire graph

for eac h time instan t. T A G can also mo del top ological c hanges

that could o ccur in the graph (e.g., disapp earance of an edge

during a time in terv al) o v er time.

What is the impro v emen t o v er existing approac hes?

Analysis sho ws that the mo del is more memory e�cien t than

time expanded graphs. According to the analysis in [22],

the memory requiremen t for a time expanded net w ork is

O ( nT ) + O ( n + m ) T , where n is the n um b er of no des and

m is the n um b er of edges in the original graph. The mem-

ory requiremen t for the time-aggregated graphs w ould b e

O ( m + n ) T . Since the ph ysical relationships among sen-

sors are sto c hastic in nature, there is a need to mo del the

probabilistic c haracteristics of edges and no des, whic h is not

mo deled in T A G. Spatio-T emp oral Sensor Graph (STSG)

represen ts sto c hastic parameters b y sp ecifying the measure-

men t and the exp ected error. Eac h attribute v alue w ould b e

a pair, < measured v alue, error > .

Is the approac h general?

The STSG mo del has b een used in this pap er as the basis for

the prop osed algorithms for hotsp ot disco v ery and gro wing

hotsp ot detection. The basic mo del (T A G) has b een used

in form ulating routing algorithms transp ortation net w orks

with time-dep enden t tra v el times suc h as shortest path com-

putation and b est start time computation [8].

1.3 Contribution
This pap er mak es the follo wing con tributions:

� W e prop ose Spatio-T emp oral Sensor Graphs (STSG)

to mo del sensor datasets. Time aggregated graphs are

generalized to include probabilit y parameters to incor-

p orate the sto c hastic nature of sensor graphs.

� W e presen t a case study on anomaly detection and

prop ose a metho d to generate the STSG mo del.

� W e giv e a case study on basic hotsp ots and prop ose a

detection metho d utilizing the STSG mo del.

� W e illustrate a case study on gro wing hotsp ots and

prop ose a detection metho d using STSG mo del.

1.4 Scope and Organization
The pap er presen ts a mo del called Spatio-T emp oral Sensor

Graph to represen t sensor data. It presen ts a case study of



the mo del using algorithms to �nd hot sp ots and gro wing hot

sp ots using sensor data. Though the mo del incorp orates the

sto c hastic nature of v arious attributes, the prop osed algo-

rithms curren tly do not accoun t for the probabilistic v alues

of v arious parameters.

The rest of the pap er is organized as follo ws. Section 2

presen ts basic concepts to pro vide a formal mo del of Spatio-

T emp oral Sensor Graphs. Section 3 presen ts sev eral case

studies and prop osed approac hes utilizing the STSG mo del.

Finally , Section 4 concludes this pap er with a conclusion and

future w ork.

2. BASIC CONCEPTS
T raditionally graphs ha v e b een extensiv ely used to mo del

spatial net w orks [23]; w eigh ts assigned to no des and edges

are used to enco de additional information. F or example,

the spatial lo cation of a sensor can b e represen ted using the

attribute assigned to the no de that represen ts the sensor

and the 
o w rate of a riv er stream b et w een t w o sensors can

b e represen ted b y an attribute of the edge connecting the

no des. In a real w orld scenario, it is not uncommon for these

parameters to b e time-dep enden t. This section discusses a

graph based mo del that can capture the time-dep endence

of net w ork parameters. In addition, the mo del captures the

p ossibilit y of edges and no des b eing absen t during certain

instan ts of time.

2.1 Spatio-temporal Sensor Graph (STSG)
A graph G = ( N ; E ) consists of a �nite set of no des N

and edges E b et w een the no des in N . If the pair of no des

that determine the edge is ordered, the graph is directed;

if it is not, the graph is undirected. In most cases, addi-

tional information is attac hed to the no des and the edges.

In this section, w e discuss ho w the time dep endence of these

edge/no de parameters are handled in the prop osed mo del,

the Spatio-T emp oral Sensor Graph.

W e de�ne the Spatio-T emp oral Sensor Graph as follo ws.
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where N is the set of no des, E is the set of edges, T F is the

length of the en tire time in terv al, f

1

: : : f

k

are the mappings

from no des to the time-series asso ciated with the no des (for

example, the time instan ts at whic h the no de is presen t),

g

1

: : : g

l

are mappings from edges to the time series asso-

ciated with the edges and ( ew

1

; ee

1

) : : : ( ew

p

; ee

p

) indicate

the time dep enden t attribute on the edges. PD indicates

a probabilistic error. These attributes are the quan titativ e

descriptors of the ph ysical relationship b et w een the no des.

T o represen t the sto c hastic nature of the measured v alues of

ph ysical phenomena, eac h attribute is a pair that represen t

the measured v alue and the asso ciated error.

Example: A graph represen tation of a net w ork at three

instan ts of time is sho wn in Figure 3(a), including temp oral

c hanges in connectivit y and edge prop erties (e.g., 
o w rate).

Eac h edge atttribute is a pair < measured v alue, error > . The

�rst parameter in the pair is the measured v alue and the

second is the exp ected error. F or example, the edge from

no de N3 to no de N4 disapp ears at the time instan t t=2

and reapp ears at t=3, and the attribute on the edge N3-N4

c hanges from (1,0.5) at t=1, to (4,0.5) at t=3. Figure 3(b)

sho ws the spatio-temp oral sensor graph. This is enco ded in

the time-aggregated graph using the edge attribute series of

N3-N4 whic h is [(1,0.5), 1 ,(4,0.5)]; the en try ` 1 ' indicates

that the edge is absen t at the time instan t t = 2.

A time expanded graph w ould need copies of the en tire

graph. The n um b er of no des is larger b y a factor of T , where

T is the n um b er of time instan ts and the n um b er of edges

is also larger in n um b er compared to the STSG. T ypically

the v alue of T is v ery large in a spatial net w ork suc h as a

sensor graph since the c hanges in the net w ork are quite fre-

quen t. This w ould result in time expanded net w orks that are

enormously large and w ould mak e the computations slo w.

Though 
o w based ph ysical phenomena can b e mo deled us-

ing the cross edges b et w een the copies in a time expanded

graph, it migh t not b e p ossible to represen t ev ery t yp e of

ph ysical relationship b et w een the sensors.

3. CASE STUDIES
This section presen ts three case studies using the spatio-

temp oral sensor graph (STSG) to disco v er in teresting pat-

terns. First, anomaly detection is presen ted that generates a

set of time series at eac h sensor no de where eac h time in ter-

v al is iden ti�ed as an anomaly . The second case study is the

disco v ery of basic hotsp ots using the STSG mo del and the

time series that w as disco v ered in the unan ticipated anomaly

case study . Finally , a case study on the disco v ery of gro w-

ing hotsp ots using the STSG mo del is presen ted. The case

studies addressing unan ticipated anomaly detection, basic

hotsp ot, and gro wing hotsp ots are presen ted in Sections 3.1,

3.2, and 3.3 resp ectiv ely . The algorithms presen ted do not

consider the probabilistic parameters in disco v ering and pre-

dicting hotsp ots. Prediction is done assuming that the ph ys-

ical mo del of the edge parameter is accurate. Ho w ev er, the

algorithms can b e extended to incorp orate the sto c hastic

nature of the edge parameters.

3.1 Anomaly Detection
De�nition. The problem of anomaly detection can b e gen-

erally describ ed as iden tifying a set of observ ations that are

inconsisten t or generated from a di�eren t mec hanism than

the rest of the dataset [23]. In general, anomaly detection

can b e categorized in �v e di�eren t groups. (1) global anoma-

lies where a data p oin t ma y b e di�eren t from the en tire

dataset and is often used in sev eral traditional aggregate ap-

proac hes, (2) spatial anomalies where a data p oin t ma y b e

di�eren t when comparing against its ph ysical neigh b ors, (3)

temp oral anomalies whic h are similar to spatial anomalies

except that the neigh b orho o d region is based on its temp o-

ral neigh b ors, (4), spatio-temp oral anomalies where a data

p oin t is di�eren t based on the neigh b orho o d of b oth space

and time, and (5) net w ork anomalies where a data p oin t is

di�eren t based on the neigh b oring connected no des.

Application. Sev eral in teresting applications can utilize

anomaly detection suc h as the monitoring of w atersheds and

in-plan t systems using a sensor net w ork. Ho w ev er, c hal-

lenges arise in suc h situations. F or example, in a w atershed,
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Figure 3: Spatio-temp oral Sensor Graph and Snapshots at v arious instan ts

a lev el of normalit y needs to b e de�ned to determine the

t yp es of anomalies. Normalit y ma y b e based on domain

mo dels (e.g., ph ysics based di�eren tial equation go v erning


uid 
o w, see [4, 21] for more information) using some form

of an aggregate on historical data gathered b y the sensor

net w ork. The historical dataset ma y b e brok en in to sev eral

slices (or b y mon th) based on the seasonalit y . Another c hal-

lenge includes c hange detection b et w een sensors in a w ater-

shed. F or example, supp ose w e ha v e sensors in place within

the length of a riv er with a train trac k running along the

side of it. Supp ose a train carrying harmful con taminan ts

causes a spill in to the riv er stream. The sensors within this

part of the riv er will start observing measuremen ts that are

signi�can tly di�eren t from domain mo dels as w ell as in the

upstream section of the riv er. Th us, an anomaly can b e

detected to w arn the w ater treatmen t plan t.

Metho d. Algorithm 1 presen ts the pseudo co de to detect

spatio-temp oral anomalies from a sensor net w ork. There

are three t yp es of input to this approac h. The �rst is a set

of no des within the sensor net w ork where eac h no de con-

tains information ab out the measuremen ts gathered at a

time in terv al. The second is a mo del de�ned b y the domain

scien tists to determine the predicted output under normal

conditions. Third is the maxim um n um b er of time in terv als

recorded within the sensor net w ork. The output of this ap-

proac h consists of a set of time series for eac h no de where

an anomaly w as detected. These time series will b e needed

Algorithm 1 Pseudo co de for Anomaly Detection

1: F unction Anomal y ( set N odeI ds , model m , int

maxT ime )

f Phase I: Domain Scienc e Mo del g

2: for eac h no de n 2 No deIds do

3: for time t = 1 to maxTime do

4: Calculate predicted output o using m for

n.measuremen ts at t

5: successorNo de.predicted.t = o

6: end for

7: end for

f Phase I I: Identify A nomalies g

8: for no de n = 1 to No deIds.size() do

9: for time t = 1 to maxTime do

10: if n.measuremen ts 6= n.predicted at t then

11: n.anomaly = n.anomaly [ t

12: end if

13: end for

14: end for

as inputs for the case studies discussed in Section 3.2 and

Section 3.3.

Algorithm 1 consists of t w o phases to detect anomalies within

a sensor net w ork. in Phase I, a domain science mo del is used

to calculate the predicted output under normal conditions

for eac h no de (Lines 2-7 of Algorithm 1). The input is based

on the curren t no de and the predicted output is for the suc-

cessor no des, based on a domain mo del(e.g., [4, 21]). The



predicted output is stored at the successor no de (Line 5 of

Algorithm 1). This pro cess is computed for all time in terv als

for eac h no de in the sensor graph.

Phase I I of Algorithm 1 iden ti�es the anomalies based on the

domain science mo del and the actual measuremen ts from the

sensor graph (Lines 8-14 of Algorithm 1). Ev ery no de is in-

v estigated for anomalies except the �rst no de b ecause the

predicted output generated b y the domain science mo del is

calculated based on its predecessor no de (Lines 8 of Algo-

rithm 1). An anomaly is iden ti�ed when the actual mea-

suremen ts at a no de and the predicted output for a time

in terv al is di�eren t or the di�erence is greater than some

threshold (Line 10 of Algorithm 1). If an anomaly is found,

then the time in terv al t is assigned to a set of time series

for the no de (Lines 11 of Algorithm 1). This information

is in tended for the Spatio-T emp oral Sensor Graph (STSG)

mo del whic h will b e used in the Sections( 3.2, 3.3).

Execution T race. T able 1 presen ts an example dataset

con taining a set of measuremen ts found in a sensor net w ork.

The v alues depicted in this example uses a simple prediction

mo del, for further information on di�eren tial mo dels, see [4,

21]. In this example, w e ha v e �v e no des running along a

riv er where the no de id increases based on the direction of

the w ater 
o w. In eac h no de, there are three time in ter-

v als and a corresp onding measuremen t at that sensor (e.g.,

concen tration of a c hemical in the w ater).

In Phase I of Algorithm 1, the predicted outputs are calcu-

lated for eac h no de ha ving a predecessor no de. An example

of these predicted outputs are sho wn in T able 1. Notice that

there are no predicted v alues for no de 1 b ecause a predeces-

sor no de (e.g., no de 0) do es not exist in the dataset.

In Phase I I of Algorithm 1, the anomalies are iden ti�ed b y

ha ving a set of time series when the predicted v alues and the

actual sensor measuremen ts di�er. T able 1 giv es an example

where no des 2 and 3 has anomalies o ccured at f t

2

; t

3

g and

no des 4 and 5 has anomalies at f t

3

g . Figure 4(b) giv es an

illustration of the STSG mo del with the anomaly time series

found in this execution trace.

Computational Complexit y . Algorithm 1 has t w o phases:

(Phase 1) the predicted output for eac h no de and is calcu-

lated for all time in terv als ha ving the complexit y of O ( nT )

where n is the n um b er of no des and T is the total n um b er

of time in terv als; and (Phase 2) the anomalies are detected

b y examining ( n � 1) no des (the b oundary no des are not

c hec k ed) for all time in terv als and ha ving the complexit y of

O (( n � 1) T ). Th us, the total computational complexit y of

b oth phases 1 and 2 is O ( nT + ( n � 1) T ) = O ( nT ).

3.2 Basic Hotspot Detection
De�nition. The problem of hot sp ot detection is to disco v er

the sensor no des that displa y signi�can t di�erences b et w een

observ ed v alues and exp ected `standard' v alues.

Application. In application domains suc h as riv er systems

where c hemical lev els are constan tly monitored, sensors are

deplo y ed to detect the c hanges. In this con text, a hotsp ot is

indicated b y a sensor rep orting an anomaly (as discussed in

Section 3.1). W e discuss a metho d to disco v er hotsp ots using

a mo del called the Spatio-T emp oral Sensor Graph (STSG).

The no des in the STSG represen t the sensors. An edge is

added b et w een the no des if and only if there is a ph ysical

relationship b et w een the no des. The presence of a hotsp ot

at a no de at v arious time instan ts is indicated b y a no de

time series. In addition, the time dep endence of the ph ysical

relationships mo deled b y the edges can b e represen ted b y

edge time series attributes. Figure 4 illustrates the graph

mo del for the sensor graph. F or the sak e of simplicit y , edge

attributes are not sho wn in Figure 4. Figure 4(a) sho ws an

example net w ork. The no des that are activ e at time instan ts

t = 2 and t = 3 are sho wn in Figure 4(b) and (c). The

Spatio-T emp oral Sensor Graph represen tation is sho wn in

Figure 4(c). The time series attributes on the no des indicate

the hotsp ots at v arious time instan ts. F or example, the time

series 2 ; 3 on the no de N2 indicates that the no de is a hot

sp ot at t = 2 ; 3.

Metho d. Giv en a sensor graph called the source no de, the

hot sp ot at an y time instan t is the set of no des where an

anomaly has b een detected the giv en time instan t. W e use

a mo difed breadth �rst strategy to �nd the no des that indi-

cate the hot sp ots at an y time instan t. The pseudo-co de is

pro vided in Algorithm 2.

The algorithm �nds the hotsp ots using the Spatio-T emp oral

Sensor Graph mo del. Eac h no de has a time series attribute

that enco des the information ab out the time instan ts at

whic h the no de has an anomaly . F or example, the time se-

ries [2,3] at no de N2 in Figure 4(d) indicates that the no de

is a hotsp ot at t = 2 ; 3. The algorithm searc hes the graph

starting at (an y) giv en no de for eac h v alue of time t and

�nds the hotsp ots. The searc h uses a breadth-�rst strategy ,

mo di�ed to incorp orate the fact that eac h no de has a time

series that needs to b e c hec k ed. When eac h no de is visited,

the algorithm c hec ks to see whether it is a hot sp ot b y c hec k-

ing the no de time series. The no de time series is assumed to

b e sorted. The output of the algorithm is the set of hotsp ots

at ev ery time instan t.

Algorithm 2 Hotsp ot Algorithm

1: F unction BasicHotspots ( Graph G ( N ; E ), set N , set

E , node sour ce )

2: for t = 1 ; T do

3: mark sour ce as visited;

4: enqueue(Q,source);

5: if t in no de time series of source then

6: hotsp ots[t] = source;

7: end if

8: while Q not empt y do

9: u = Dequeue();

10: F or ev ery no de v suc h that uv 2 E and if t in

no de time series

11: if v is not mark ed then

12: mark v as visited.

13: enqueue(Q,v);

14: hotsp ots[t] = hotsp ots[t]

S

v;

15: end if

16: end while

17: end for

Execution T race. T able 2 sho ws the trace of the algorithm

for the STSG sho wn in Figure 4(d). The searc h starts at

no de N1 at t = 1 and detects no hotsp ots. A t t = 2, the



T able 1: Execution T race of Anomaly Detection Algorithm

No des 1 2 3 4 5

Time Slot 1 2 3 1 2 3 1 2 3 1 2 3 1 2 3

Measure 10 20 30 20 50 50 40 50 50 80 100 50 160 200 50

Predicted 20 40 60 40 100 100 80 100 100 160 200 100

Anomaly f t

2

; t

3

g f t

2

; t

3

g f t

3

g f t

3

g

N8

N7N6

N5
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N7N6

N5
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N3
N2

N1

(d) Spatio-Temporal Sensor Graph
(Hotspots are shaded)

(c)  t=3

[3]
[3]

[2,3][2,3]

(b)  t=2(a)  t=1

N8

N7N6

N5

N4

N3
N2

2

N1
N8

N7N6

N5

N4

N3
N2
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Figure 4: Spatio-T emp oral Sensor Graph Mo del to Detect Hotsp ots

searc h �nds that the no des N2 and N3 are hotsp ots based on

the en try `2' (indicating the presence of a hotsp ot at t = 2) in

their no de time series [2,3]. The algorithm p erforms another

iteration for t = 3 and �nds the hotsp ots at N2,N3,N4, and

N5. The execution trace is summarized in T able 2.

T able 2: Execution T race of the Hotsp ot Algorithm

time t1 t2 t3

Hotsp ot No des ; f N2,N3 g f N2,N3,N4,N5 g

Computational Complexit y

The algorithm visits ev ery no de of the Spatio-T emp oral Sen-

sor Graph at ev ery time instan t t and searc hes the no de time

series to detect the hotsp ots. The algorithm p erforms O ( n )

steps to visit all no des. A t eac h step, the presence of the

no de at the giv en time instan t is c hec k ed. If the time se-

ries is sorted, this lo ok-up is O (log T ) since the length of

the time series is at most T where T is the length of the

time p erio d. A t eac h no de this op eration has a complex-

it y of deg r ee ( node ) � log T . The cost o v er all the no des is

hence, O ( m log T ) where m is the n um b er of edges in the

graph. Since the searc h is p erformed at ev ery instan t, the

computational complexit y is O (( n + m log T ) T ), where n is

the n um b er of no des, m is the n um b er of edges, and T is the

length of the time p erio d.

3.3 Growing Hotspot Detection
De�nition. The problem of gro wing hot sp ot detection is

to predict expanding patterns that ma y lead to signi�can t

di�erences b et w een some observ ations and the rest of the

data set. This problem is di�eren t from anomaly detection,

where a gro wing pattern ma y not b e iden ti�ed as an outlier

due to the lac k of sev erit y at the early stages of gro wth, e.g.,

slo w leak age from buried c hemical drums to the ground w a-

ter supply . Domain kno wledge (e.g., 
o w rate, plume mo del)

is incorp orated in spatio-temp oral sensor graph represen ta-

tion to predict the gro wing hot sp ots.

Application. In application domains suc h as riv er systems

where c hemical lev els are constan tly monitored, sensors ma y

b e deplo y ed to detect the c hanges. In this con text, a gro wing

hotsp ot is indicated b y the increase in the n um b er of sensors

rep orting an anomaly , o v er time. W e discuss a metho d to

disco v er gro wing hotsp ots using a mo del called the Spatio-

T emp oral Sensor Graph (STSG), whic h predicts the spread

of hotsp ots. The no des in the spatio-temp oral sensor graph

represen t the sensors. The edges in the STSG are quan ti-

�ed with the descriptors that represen t the propagation of

the cause of anomaly . F or example, parameters that mo del

the 
uid 
o w b et w een t w o sensors can b e mo deled as an

edge attribute. Eac h attribute is a pair that consists of the

measured v alue and the exp ected error. If the attribute is

time-dep enden t, STSG will represen t the attribute as a time

series.

Figure 5 sho ws a spatio-temp oral sensor graph that repre-

sen ts a collection of sensors. No des represen t the sensors and

the edges indicate that they are connected (for example, b y


uid 
o w). The edge parameters represen t the c haracteris-

tics of the underlying connection. In this example, for the

sak e of simplicit y , the edge parameters are sho wn to b e con-

stan ts, though spatio-temp oral sensor graphs can represen t

time-v arying edge attributes. Figure 5(a) sho ws the state

of the sensors at t = 1, where the no de N1 is activ e. Fig-

ure 5(b) and 5(c) sho w the predicted activ e sensor no des at

t = 2 ; 3. F or example, at t = 2, no de N2 is predicted to b e

a hot sp ot and at t = 3, N11 is exp ected to b e activ e. The

predicted hot sp ots are sho wn as shaded circles in the �gure.

Metho d. Giv en a set of sensor no des (called the source

no des), the hot sp ots at an y future time instan t can b e pre-

dicted from the spatio-temp oral sensor graph using the edge
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Figure 5: Detecting Gro wing Hotsp ots

attributes that describ e the propagation b et w een the sen-

sor no des. The algorithm �nds the no des that are reac h-

able from the source no des within the in terv al b et w een t w o

time instan ts. These no des are disco v ered based on the edge

attribute v alues that quan tify the ph ysical relationship b e-

t w een the no des. Pseudo co de of the algorithm is pro vided

in Algorithm refalg:EHSAlg. Though the mo del represen ts

eac h attribute as a pair of v alues that indicate the measured

v alue and the asso ciated error, this algorithm do es not con-

sider the error parameter in its computations. The error

v alues are omitted from the Figure 5, for the sak e of sim-

plicit y .

Algorithm 3 Gro wing Hotsp ot Algorithm

1: F unction SpreadingHotspots ( Graph G ( N ; E ), set N ,

set E , set sour ce nodes )

2: Enqueue( Q , S );

3: for t=1, T do

4: time elapsed[u]= � T for all no des;

5: while Queue Q not Empt y do

6: u = Dequeue();

7: F or ev ery no de v suc h that uv 2 E

8: if v is not mark ed && v is reac hable based on d ( u; v )

then

9: mark v as visited.

10: enqueue( Q , v );

11: decremen t time el apsed [ v ];

12: Add v to hotsp ots[t];

13: return hotsp ots;

14: end if

15: end while

16: end for

Execution T race. T able 3 giv es the trace of the algorithm

for a stream net w ork sho wn in Figure 5. F or the sak e of

simplicit y , it is assumed that ev ery segmen t (represen ted b y

an edge) has the same length. The edge attributes are the


o w rates. The algorithm lists the no des reac hable from

ev ery no de for eac h time instan t. A t t = 1, no de N1 is a

hot sp ot. Since the 
o w rate on edge N1-N2 is 1 unit, 
o w

is predicted to reac h N2 at t = 2 and N2 is added to the list

of hot sp ots at t = 2. Similarly , 
o w is predicted to reac h

N3 at t = 2. Since the rate is faster, the 
o w mo v es through

N3 and reac hes N5 at t = 2, adding b oth N3 and N5 to the

list at t = 2.

T able 3: T race of the Gro wing Hot Sp ot Algorithm

time t1 t2 t3

Predicted N1 N1,N2,N3,N4 N1,N2,N3,N4,N5

Hot Sp ots N7,N9 N7,N9,N10,N11

Computational Complexit y

This algorithm �nds the no des that are reac hable from a

source no de at ev ery time instan t. The algorithm p erforms

O ( n ) steps for eac h source no de. The w orst case complex-

it y for eac h time instan t w ould hence b e O ( n

2

). Since the

serac h is p erformed for eac h time step, the computational

complexit y is O ( n

2

T ), where n is the n um b er of no des and

T is the length of the time p erio d.

4. CONCLUSION AND FUTURE WORK
The disco v ery of spatio-temp oral patterns in a sensor graph

raises sev eral imp oratan t questions that need to b e answ ered

b efore further analysis. First, ho w can w e mo del space and

time on a sensor graph? Second, can w e determine an y new

or un usual patterns in the sensor graph? Third, whic h areas

in the sensor graph ha v e similar b eha vior? Finally , ho w can

w e predict whic h no des in the sensor graph will ha v e similar

b eha vior?

In this pap er, w e prop osed a spatio-temp oral sensor graph

(STSG) mo del to represen t sensor data to answ er all of

these questions. W e presen ted three case studies utlizing the

STSG mo del to disco v er di�eren t t yp es of patterns. First,

w e prop osed an anomaly detection algorithm that generates

a set of time series of where anomalies o ccur within the

STSG. Second, a basic hotsp ot disco v ery algorithm is pro-

p osed using STSG to iden tify cen tralized lo cations at eac h

time in terv al. Third, an gro wing hotsp ot metho d is pro-

p osed using STSG to predict no des that ma y b e hotsp ots at

future time in terv als.

The sensor graphs studied in this pap er emphasized ph ysi-

cal net w orks suc h as road or riv er net w orks. Ho w ev er, w e

exp ect that the Spatio-T emp oral Sensor Graph migh t b e

applicable to other t yp es of sensor graphs and this asp ect

will b e in v estigated. Though the mo del can incorp orate the

sto c hastic nature of sensor graphs, the algorithms prop osed



in the pap er do not consider the probabilities in computa-

tions. W e plan to incorp orate appropriate mo di�cations in

the algorithms to accoun t for the sto c hastic nature of the

attributes.
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